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10 RULES FOR BEING
SAFE ON THE INTERNET

TRULE T

RPeople you don't know are strangers both in
everyday life and on the internet. They may be
someone other than they say they are, so
beware of strangers

RULE 2

Do not tell anyone your address, the school
you attend or other personal information about
you. or about your family.

rule 3

The Internet is a public space. Do not post
pictures or personal information on the
internet, because others can see them.
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RULE 4

RPractice Safe Browsing

RULE 5

Make Sure Your Internet Connection is Secure.
Use a Secure VPN Connection

When you go online in a public place

To further improve your Internet browsing
safety, use secure VPN connection (virtual
private network).

RULE 6

.Be Careful What You Download
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RULE 7

Choose strong words and do not reveal them
to anyone

RULE 8

Make online purchases from secure sites and
avoid paying for purchases online as much as
possible

RULE 9

Keep Your Antivirus Program Up To Date




10 RULES FOR
BEING SAFE ON
THE INTERNET*

RULE 10

P!!! Don't forget if you feel in danger, talk to your parents
or a trusted adult




This collection is actually the problém,
She can
it took place explicitly by a requirement

UNFORTUNATELY. MANY OF THE from an electronic form, orin a
ACTIVITIES CARRIED OUT secretly through logs and
ON THE INTERNET, FROM E- cookies.
COMMERCE TO In this case, data collection
WHEN PARTICIPATING IN JOURNALISTIC Is requlated by the laws in force in
GROUPS, ARE CHARACTERIZED BY THE different countries. Personal
COLLECTION OF PERSONAL DATA information, however, is
OF USERS. usually collected without the user's
knowledge

through logs, cookies and
methods called phishing.




PHISHING / DIGITAL oo
IDENTITY

&g |taI |dent|ty_ IThe iIssue of cc?nfidentiality and
—_— nternet security

Digital identity is a part s not just about

importance of online security, the personal information we choose
being tight s

correlated with how it is we publish online but also the
observed information obtained
confidentiality of personal by other people through some

data systems not always transparent.



The most important
wireless security tips !!!

e Avoid connecting to public Wi-Fi,
since there are hackers who clone
free Wi-Fi locations and access
personal data
* Use by companies,
of the VPN connection (Virtual Private
Network), through which the transmitted data
are encrypted
e Permanent use of the firewall,
to prevent possible intrusions
e Accessing websites and web services
which does not require personal data or
personal access passwords




Avoid becoming a victim of the internet !!!
Don't give your password to anyone!
Do not give acceptance to any individual on social networks
Do not forget behind a beautiful profile can hide a great danger
The law is on your side. Acts of harassment, intimidation or threats,
depending on their severity, they constitute facts
contraventions or criminal acts




